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ABSTRACT. Due to the complexity of increasingly growing industrial processes, many of undetected
faults can lead to catastrophic consequences for the entire system functioning. It is then crucial to
detect and better more to anticipate the detection of faults. In this context, this paper presents an
intelligent prognostic approach to anticipate the detection of faults that can affect a complex system.
The proposed approach consists in proposing a multi-agent system using data mining and knowledge
management techniques. It finally displays a list of faults that may appear to inform the human op-
erator of the possible state of the system and help him to take the necessary preventive measures.
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1. Introduction

During their life cycle, industrial systems are prone to faults, which can cause a great
damage or even disasters. The need to improve the availability, reliability and thus se-
curity lead to change the way of maintenance : Passing from corrective maintenance to
predictive maintenance (called in literature Condition-Based Maintenance : CBM) [1, 2].
In this context, prognostic has become a crucial strategy to avoid "catastrophic" fault
results. The term prognostic founds its origin in the Greek word "progndstikos", which
means "to know in advance" and it is defined as the estimation of the time to fault of a
component (or a system) and the existence of risk or subsequent occurrence of one or
more fault modes.

In order to predict different types of complex systems(continuous, discrete, hybrid, cen-
tralized and distributed) and guarantee reuse and better performance of our solution, we
opted for the development of a multi-agent system[9]. Different approaches to perform
fault prognostic have been developed, these methods may be associated with one of the
three main categories according to [2, 3] ; model-based prognostic, data-driven based pro-
gnostic and experienced-based prognostic. In model based prognostic, the physical com-
ponents or system and its degradation phenomenon are represented by a set of mathema-
tical lows. Whereas, the data-driven approach aims at transforming the raw monitoring
data into relevant behavior models of the system including its degradation. Finally, the
approach of prognostic based on experience take into account the data and the knowledge
accumulated by experience.

To ensure performance, computation cost, convenience and accuracy of prognostic, we
propose to combine the use of data mining and knowledge management. In fact, in se-
veral cases, it is difficult to obtain a model that translates accurately the system. On the
other hand the proper use of expert feedback and the historical data can lead to significant
gains.

A list of faults that may appear are displayed to inform the user of the possible state of
the system and help preventive actions. To validate the proposed approach, we rely on a
simulation of a complex industrial system : Aircraft Elevator Control System. This paper
is organized as follows : the second section is dealing with the prognosis approaches to
justify our choice. The third section is devoted to present the new intelligent prognostic
approach we propose. The forth section is dedicated to the validation of this approach.
Finally, some concluding remarks will be made.

2. Prognostic approaches

The main goal of our work is to propose a prognostic approach in order to assist human
operator to properly and timely manage faults. Fault prognostic consists of estimating the
time before fault of a component (or a system) and the existence of risk or subsequent
occurrence of one or more fault modes. Several methods are used to produce powerful
solutions to anticipate detection of faults in complex systems [17, 16, 14, 12]. These me-
thods may be associated with one of the three main categories according to [2, 3]namely :
model-based prognostic, experience-based prognostic and data-driven based prognostic.
The derived model of each approach is then used to predict the future evolution of the
degradation of industrial system. To choose the best approach to use, we made a study of
the three approaches.
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2.1. Model based prognostic

This approach consists of representing the physical components or system and its
degradation phenomenon by a set of mathematical low. There are several works using this
approach for instance [11] and [12].

2.2. Data-driven prognostic

This approach aims at transforming historical data into relevant behavior models of the
system including its degradation. The historical surveillance data is often the fastest and
most reliable source of information to understand the degradation phenomena. Indeed,
some previously experienced situations can breed and therefore the prognosis system will
recognize it such as the deterioration of a parameter, system transition to monitor in a
state of fault, the malfunction of a component, etc. Several prognostic works are based on
data-driven [4, 5, 6], etc.

2.3. Experience-based prognostic

The approach of prognostic based on experience take into account the knowledge
accumulated by experience during the whole exploitation period of the complex system.
In fact, the activity of supervision and control of complex systems is a very complex task
that requires a great experience. This experience is gained by experts over the years.

2.4. The chosen approach

To choice the appropriate approach in our study case, we have done a comparison bet-
ween the three approaches(summed up in table 1).

Advantages

disadvantages

Data-Driven
appoach

-easy to implement
-Performance enhances over
time.

-Low implementation cost

-Need a lot of data
-Abscence of physical im-
plementation

Model-based
approach

-Physical approach :quanti-
fication of the degradation
-Precise

-reduced applicability

-High implementation cost

Experience-based
approach

-No physical model is requi-
red.

-Simple to develop and easy
to understand

-Domain expert with strong
experiential knowledge
-Domain expert required to
develop rules.

Tableau 1. Comparative study of three prognostic approach

It is obvious that none of approaches has only advantages as shown in tablel. There-
fore, it would be interesting to combine prognostic approaches to improve their prog-
nosis result. The integration of various characteristics is a way to develop new hybrid
approaches to overcome the limitations of individual strategies of each method. As it is
difficult and expensive, in several cases, to obtain a model that translates accurately the
system, we proposed a hybrid approach based on combining the data-driven prognostic
and experience-based prognostic.
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3. A hybrid intelligent approach for prognostic based on data
mining and knowledge management

We recall that the objective of our work is to define a reliable prognostic approach
for monitoring complex systems and predict the faults that may possibly appear. This a
complex task. Moreover, we aim to predict faults in different types of complex systems :
continuous, discrete, hybrid, centralized and even distributed ones. To guarantee reuse and
better performance of our solution, it will be very interesting to exploit the Multi-agent
paradigm [9]. Indeed, the contribution of Multi-agent systems in this perspective is to
distribute intelligence across multiple entities which can cooperate in the resolution of the
prognosis procedure combing the data mining and knowledge management. Each agent
in our system is specialized and has a defined role and is able to communicate with others.
The used agents are : the user interface agent, data mining agent, Knowledge management
agent, the simulator agent and the predictor agent. The proposed approach is based on the
definition of reactive and intelligent agents that can participate in the construction of a
comprehensive prognosis solution.

3.1. Reactive agents

The user interface agent and the agent simulator are both reactive agents that perform
their functions without intelligence.

3.1.1. User Interface agent

The User Interface agent handles everything regarding the communication of the sys-
tem with the external environment. It provides user with friendly graphical interface
through which the prognosis procedure is initiated or stopped. Furthermore, this agent
has interactions with different agents. Indeed, user interface agent takes care of sending
the data and knowledge for the prognosis procedure and receipt of the final results.

3.1.2. Simulator agent

The simulator will be used to simulate the system model to send the current state to
data mining agent and knowledge management agent.

3.2. Cognitive agents

The thee other agents are cognitive : data mining agent, Knowledge management agent
and the predictor agent.

3.2.1. Data mining agent

The data provided by the User Interface agent will serve as input for the prognosis ba-
sed on data mining. Data mining is a process of discovering unknown, hidden information
from a large volumes of data, extracting valuable information, and then using the infor-
mation to make critical business decisions. We have used very simple and easy but very
powerful data mining technique for predicting the upcoming faults :decision tree [18, 20].
The decision tree is applicable to any type of data whether quantitative, qualitative or a
combination of both. It allows the graphic representation of a classification procedure and
it has an immediate translation in terms of decision rules. We have used C4. 5 algorithm
developed by Quinlan[7] as part of our prognostic approach based on data mining. In our
study, our data mining approach extracts information from the stored data by building a
decision tree from which we can get decision rules as shown in figure 1.
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Generate models for prognostic
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Figure 1. Data mining technique

3.2.2. Knowledge management agent

Expert knowledge will be used for the prognosis based on knowledge management|[8].

Thus, the rules extracted from the expertise will determine the future state of components
of the complex system.
Knowledge handled and implemented in our project were acquired by the study of books,
articles and reference documents concerning the complex system and also from expert
interviews : we directly asked questions to the expert, which helped us to understand
how the system works and define the functioning rules. In fact, in order to properly use
expert knowledge, these knowledge are expressed as logical rules like "If Condition then
Conclusion" as shown in figure 2.

Generate models for prognostic
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Figure 2. Knowledge management technique

3.2.3. predictor agent

The Predictor Agent has as role to identify the overall future state of the system. It
receives the result of prognosis based on data mining and the result of the prognosis based
on knowledge management and subsequently sending the list of faults that can affect the
system.

3.3. Communication between agents

A fundamental charactistic of multi-agent systems is that individual agents commu-
nicate and interact. This is accomplished through the exchange of messages. The figure
4 (in annex) presents a sequence diagram showing messages exchanged between the five
agents.

4, Validation of the proposed approach

To validate our multi-agent fault prognostic system, we are based on the simulation of
a complex industrial system : Aircraft Elevator Control System[13].
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4.1, System description

The aircraft elevator control system consists of two elevators, the control surfaces.
Each of these are controlled by one of two hydraulic actuators while the other one is
operating as a passive load. The four actuators take their power from three hydraulic sub-
systems as depicted in figure 7 (in annex). Two primary flight control units are available
to compute actuator control signals and modes.

4.2, Data description

The historical data used in our simulations are the data of 8 variables (7 independent
variables+ 1 dependent variable). The independent variables are the measures that we
have extracted from the simulated system which are data of system components show
in figure7(C1 : The right inner actuator, C2 : the right outer actuator, C3 : the left inner
actuator, C4 : the left outer actuator to the, H1 : the hydraulic circuit 1, H2 : the hydraulic2
circuit H3 : hydraulic3 the circuit). The dependent variable represents the state of the
system (faulty or in not). All independent variables are digital and the dependent variable
is nominal. In our study, more than 10 000 values for each variable were recorded every
0. 1 seconds ( as simulation lasts 100 seconds).

4.3. Knowledge Description

After studying the reference materials and the discussions with experts, the following
rules are generated :

— If the aircraft is flying perfectly level, then the actuator position should maintain a
constant value.

— If the position of an actuator increases or decreases by 10 cm from this zero point,
then the fault detection system registers a fault in that actuator.

— The fault detection system also registers a fault if the change in actuator position is
very rapid (i. e. , the position changes at least 20 cm in 0.01 seconds).

— the fault detection system registers a fault in one of the hydraulic circuits if the
pressure is out-of-bounds or if the pressure changes very rapidly.

— the fault detection system checks that the pressure in the hydraulic circuit is between
500 kPA and 2 MPa, and that the pressure changes no more than 100 kPa in 0.01 seconds.

4.4. Results and discussion

To assess our fault prognosis multi-agent system (developed using the Jade environ-
ment [15]), we have made 127 tests. Whenever we launch system simulation using Matlab
Simulink library [10] (the agent simulator handles the connection between our tool and
the model simulation in Simulink), then we run the prediction of the data mining agent
and the knowledge management agent simultaneously. Data mining agent uses the Weka
environment[19] to treat the stored data based and generate the decision tree. The resulted
decision tree is given in annex (figure5). The generated rules are given in annex (figure6).
The knowledge management agent uses the rules previously presented (section 4.3). Fi-
nally, the predictor agent combines the results generated by data mining agent (which use
the data mining technique) and knowledge management agent (which will operate know-
ledge management technique) by attributing to each of them a 50% probability. The result
is transmitted to the user interface system to help the user to make the appropriate decision
as shown in figure 3. In this example, a message appears informing the user that there will
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Le systéme de controle de gouverne d'un avion comporte:

-Deux actionneurs hydrauliques indépendants par gouverne de profondeur (Elevatoz) .

~Trois circuits hydrauliques séparés pour commander les actionneurs
-Deux unités de commande de vol primaire (PFCU)

-Deux modules de commandes par actionneur.

Chaque actionneur externe a un circuit hydraulique, tandis que les actionneurs internes partage:
un circuit hydrauligue (Hydrsulic Circuit2).

Chaque actionneur peut &tre dans l'un des cing modes: Passif, veille, Retive, Désactivé, et isol,

£/  Outil d'anticipation de détection de pannes & base de fouille de données et de gestion des connaissances -
Présentation du systéme | Donnes historiques | Connaissances

< >

O recuei Lancer exécution Commencer pronostic

A ‘:-—

Figure 3. Example of prognostic result

be a breakdown in 0.01s with a probability of 100% (50% from prognostic result based
on data mining and 50% prognostic result based on knowledge management). After the
various tests of our multi-agent system, the results are very encouraging. Indeed, we have
obtained the correct decision in 100% of tests with accuracy the expected timing and like-
lihood of occurrence of such faults is case of the example shown in the following figure.
This can be explained by the combination of the results of data mining and knowledge
management. Indeed, in our study the number of recorded data forms a very good basis
for learning and the effectiveness of the used data mining technique. The step of acquiring
knowledge also forms another crucial as a basis step for decision making.

5. Conclusion

The area of Intelligent Decision Support Systems is very interesting as it assist the
decision maker to take the most appropriate decisions at the right time. In this context, we
are particularly interested in intelligent prognosis which offers support to decision-maker
in case of preventive maintenance. This paper proposed a multi-agent approach to predict
faults that may appear in complex systems. This approach is based on the combination
of data mining and knowledge management techniques. The simulation results of this
approach for the case of the aircraft elevator control system are very encouraging. Future
works aim to highlight the potential of such approach in real systems cases.
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Tree View

==110.33899 = 110.33889
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Figure 5. Decision tree
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—5i H1 pression<=110.33899 et C2_position <=1.187267 et Cl_position <=1.18676%4 alors Panne H1 H2
—-S51i H1 pression<=110.33899 et C2_position <=1.187267 et Cl_position >1.186764 alors Panne C1H1
-Si H1 pression<=110.33899 et C2_position >1.187267 alors Panne C2H1

-5i H1 pression>110.3388¢ et Cl_position <=1.186764 et C2_position <=1.187267 et

C4_position <=1.200765 et C3_position <=1.200765 et H2 pression <=110.33899 alors Panne H2

-51 H1 _pression>110.33899 et Cl_position <=1.186764 =t C2_position <=1.187267 et

C4_position <=1.200765 et C3_position <=1.200765 et H2 pression »>110.33899 et

H3_pression <=110.404673 alors Panne H3

-51 Hl_pression>110.33899 et Cl_position <=1.186764 et C2_position <=1.1B87267 et

C4_position <=1.200765 et C3_position <=1.200765 et H2_pression >110.33899 et

H3 pression >110.404673 alors Etat_sain

-5i H1_pression>110.33899 et Cl_position <=1.186764 et C2_position <=1.1B87267 et

C4_position <=1.200765 et C3_position >1.200765 alors Panne C3

-5i H1_pression>110.33899 et Cl1_position <=1.186764 et C2_position <=1.187267 et

C4_position >1.200765 alors Panne C4

-5i H1_pression>110.33899 et Cl_position <=1.186764 et C2_position >1.187267 alors Panne C2
—5i H1 pression>110.33892 et Cl_position >1.186764 alors Panne C1

~

Figure 6. Decision rules
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Figure 7. The aircraft elevator control system[13]
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