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ABSTRACT. The need for user interactivity has led to the creation of many technologies for Web ap-
plications. These Web applications are usually installed on and accessed through a Web application
server. Security is however a problem in such environments and most of the servers and Web appli-
cations are thus run as the restricted user ‘nobody’.

Performance also is an issue due to process re-initialisation. Many technologies resolve some secu-
rity and performance shortcomings in limited contexts. This paper presents the X-Switch system: a
secure language independent Web application server that is a generalisation of existing technologies.
Experimental results show that the X-Switch system can perform comparably to other Web application
servers and that a general solution is possible.

RESUME. Les applications Web sont généralement installés et par Iintermédiaire d’un serveur
d’'application Web. La sécurité et la performance est toutefois un probléme dans ces environnements
et la plupart des serveurs Web et les applications sont gérées comme limité ‘personne’.
Ce document présente les X-Switch systéme: assurer une langue indépendant serveur d’application
Web qui est une généralisation de les technologies existantes. Les résultats expérimentaux montrent
que une solution générale qui peut réaliser comparable a d’autres serveurs est possible.
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1. Introduction

The stable growth and popularity of the Internet has inspired the development of com-

ponent based systems that interface using the World Wide Web e.g., over Web Services.
These components can each be implemented using a variety of programming languages,
resulting in the desirability of a Web application server that can host multiple implementa-
tion languages. In addition, secure multi-user environments, like academic environments,
used to host a spectrum of Web application implementation technologies can easily be-
come too complex to manage effectively. It can be argued that this dual need for control
and freedom can best be met by a single secure and language-independent Web applica-
tion server.
To this end, this paper presents the X-Switch system, a Web application server that is
language-independent, secure, multi-user and efficient. This system is based on a proof-
of-concept prototype [4] that first demonstrated that the different modules can fit together
but without much language-neutrality and with performance tests restricted to cases where
only a single connection was made at a time. The architecture as presented in this paper
overcomes both of these problems and is described and evaluated in the sections that
follow.

2. Background

The first Web application technology for dynamic responses was the Common Gate-
way Interface (CGI) [7]. The Common Gateway Interface (CGI) is a protocol for commu-
nication between Web applications and Web servers. The major strength and success of
CGI was due to the fact that CGI Web applications could be written in any language and
also because CGI was compatible with various Web server architectures. However, CGI
starts a new process for each request received and thus an increase in the number of user
requests is associated with performance degradation.

2.1. Web application technologies

2.1.1. Persistent processes

To solve the performance degradation problem associated with CGI Web applications,
Open Market Inc developed FastCGl, a variation of CGI, having processes that run per-
sistently just like SpeedyCGI [5]. Using persistent interpreters removes the overhead as-
sociated with starting a new interpreter every time a new request arrives. Java Servlet
technology [1] uses Servlets that work as a type of extension to the Web server function-
ality and are simply Java objects that implement the Java Servlet API interface. A Java
Servlet class is loaded once and then instantiated every time a new request arrives. How-
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