
a,b b

a

b



a p 0 ≤ a ≤ −1 + 2p bin(a, p)
a p

bin(a, p) = xp−1xp−2 . . . x1x0 and

p−1
∑

i=0

xi × 2i = a

m n R = (r1, r2, . . . , rm) S = (s1, s2, . . . , sn)
A(R,S) m × n A =

(aij)

aij = 0 or 1 for i = 1, 2, . . . ,m and j = 1, 2, . . . , n;

n
∑

j=1

aij = ri for i = 1, 2, . . . ,m;

m
∑

i=1

aij = sj for j = 1, 2, . . . , n.

A(R,S) R

S A(R,S)
2×2

B0 =

(

1 0
0 1

)

2 × 2

B1 =

(

0 1
1 0

)



B0 B1 k, l u, v

(k, l;u, v)

A A∗ m n

A

A∗

n ∈ N

f0(n) = ⌈log2(n + 1)⌉ f1(n) = 2n × f0(n)

f2(n) = n2

A ∈ {0, 1}n×n ∈ A(R,S) R

R ∈ {0, 1, 2, . . . , n}n S S ∈ {0, 1, 2, . . . , n}n

g1 {0, 1}n×n {0, 1}f1(n)

g1(n,A) =bin(R(1), f0(n))||bin(R(2), f0(n))|| . . . ||bin(R(n), f0(n))||

bin(S(1), f0(n))||bin(S(2), f0(n))|| . . . ||bin(S(n), f0(n))

‖ |M | M

A g1(n,A) f2(n) f1(n)
g1 n ≥ 7

V ectMat V ect n2

A n × n

MatV ect A n

V ect n2

x ∈ {0, 1}p×n2

g2 {0, 1}p×n2

{0, 1}f1(n)×p

g2(n, x) =g1(n, V ectMat(x[1..n2], n))||g1(n, V ectMat(x[1 + n2..2n2], n))|| . . . ||

g1(n, V ectMat(x[1 + (i × n2)..(i + 1) × n2], n))|| . . . ||

g1(n, V ectMat(x[1 + ((p − 1) × n2)..p × n2], n))

x[i..j] i, i + 1, i +
2, . . . , j − 1, j x

x[i..j] = x[i]||x[i + 1]||x[i + 2]|| . . . ||x[j − 1]||x[j]

C D n2 g2(n,C) =
g2(n,D) V ectMat(n,C)

V ectMat(n,D) g2

g1 g1 g1

g2



A1 =





1 1 0
1 1 0
0 0 1



 ; A2 =





1 1 0
1 0 1
0 1 0



 ; A3 =





1 1 0
0 1 1
1 0 0





A(R,S) R = S = (2, 2, 1)

SHA1(MatV ect(A1, 3)) = SHA1(110110001) = 6e3da1d74147ca5d09413748e0bf6345c375af3e

SHA1(MatV ect(A2, 3)) = SHA1(110101010) = 7a481817a1014d06514de82e23c99d219e178b8a

SHA1(MatV ect(A3, 3)) = SHA1(110011100) = 4fbb6a6b6429262f8b62a93ed9b2f9b26bb7713d

if i �= j then SHA1(MatV ect(Ai, 3)) �= SHA1(MatV ect(Aj , 3))

{Wj}

{W
′

j} (0 ≤ j ≤ 15)

W
′

14
= W14 + 1<<9

W
′

j = Wj (j �= 14)

W
′

28
= W28 + 1

W
′

j = Wj (j �= 28)

g2

g2



H1

H1 H2

∗H2

length

length ← size(x)
n2

y ← x||1||0d||bin(length, Pos)

H1(g2(n, y)||x)

Pos H1 n n

λ

z H1 n ≥ 7 g2

Pos = λ − 2.

H2

H2

H2

y x H2(n, Pos, x) = y

H1(z) = y

z = g2(n, v)||x

v = x||1||0d||bin(|x|, Pos)

H2 H1

S1(n, Pos, y) S2(y)

S1(n, Pos, y) = {x|H2(n, Pos, x) = y}

S2(y) = {x|H1(x) = y}

S2(y) � S1(n, Pos, y).



x1 x2

H2(n, Pos, x1) = H2(n, Pos, x2)

w1 w2

H1(w1) = H1(w2)

x2

w1 = g2(n, y1)||x1

y1 = x1||1||0
d1||bin(|x1|, Pos)

w2 = g2(n, y2)||x2

y2 = x2||1||0
d2||bin(|x2|, Pos)

H2 H1

S3(n, Pos, x1) S4(x1)

S3(n, Pos, x1) = {x2|H2(n, Pos, x1) = H2(n, Pos, x2)}

S4(x1) = {x2|H1(x1) = H1(x2)}

S4(x1) � S3(n, Pos, x1)

x1 x2

H2(n, Pos, x1) = H2(n, Pos, x2)

x1, x2, z1, z2

H1(z1) = H1(z2)

z1 = g2(n, y1)||x1

y1 = x1||1||0
d1||bin(|x1|, Pos)

z2 = g2(n, y2)||x2

y2 = x2||1||0
d2||bin(|x2|, Pos)

H2

H1

S5(n, Pos) S6

S5(n, Pos) = {(x1, x2)|H2(n, Pos, x1) = H2(n, Pos, x2)}

S6 = {(z1, z2)|H1(z1) = H1(z2)}



S6 � S5(n, Pos).

H2(n, Pos, x)

H2(n, Pos, x) = H1(g2(n, y)||x)

y = x||1||0d||bin(|x|, Pos)

|y| ≡ 0 (mod n2)

H2 H1

x1 =d131dd02c5e6eec4693d9a0698aff95c

2fcab58712467eab4004583eb8fb7f89

55ad340609f4b30283e488832571415a

085125e8f7cdc99fd91dbdf280373c5b

d8823e3156348f5bae6dacd436c919c6

dd53e2b487da03fd02396306d248cda0

e99f33420f577ee8ce54b67080a80d1e

c69821bcb6a8839396f9652b6ff72a70

x2 =d131dd02c5e6eec4693d9a0698aff95c

2fcab50712467eab4004583eb8fb7f89

55ad340609f4b30283e4888325f1415a

085125e8f7cdc99fd91dbd7280373c5b

d8823e3156348f5bae6dacd436c919c6

dd53e23487da03fd02396306d248cda0

e99f33420f577ee8ce54b67080280d1e

c69821bcb6a8839396f965ab6ff72a70

MD5(x1) = MD5(x2) = EFE502F744768114B58C8523184841F3



H2(16, 62, x1) = E8B4841671FF51D054071EB31BB03F1A

H2(16, 62, x2) = 179CC5AFA8A2EA1BC0CC37CF2F9CFD3D

H2(16, x1) �= H2(16, x2) MD5(x1) = MD5(x2)

H2

H1(g2(n, y) ⊕ x)

Pos

Pos = λ.

H1 H2

H1


